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Instrument Data Flow - Sequence Diagram (Fig. 2) 
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* Action exmaples: 



sendMetaDataO 
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AppiyAooregaaonUQttO- 

' if (subscnbed) send instrumentDataO 
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runLogtcQ 

if (needed) causeAcbcm'O 



tf (subscnbed) sendinsfcumentDataO 
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> Log event (local file, server file, server database) 

> Send eMail (single mode, repeated notification) 

> Send page (single mode, repeated notification) 

> RestartApplication 

> Interact with load balancing equtpm ent 
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Instrument Data Filtering and 
Distribution (Fig. 3) 
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PAJNL Components Communication Detail (Fig. 4a) 
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PAM. Host Server 
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P AM. Console Server Application 
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PAM. Console Server Host 
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* IDS - instrument Data Server 

* CLS - Central Logging Server 
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Components Communication Detail (Fig. 4b) 



PAM. Consols Server AppBcsuon 
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* IDS - Instrument Data Server 
** CIS - Central Logging Server 





Send data on TCP 
subscription 
socket O 
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* Refer to U.S. Patent 09/596,763 




P.A.M. Log Handling (Fig. 6) 




Recieve Log data 
packet from cfient 
application 
(see Fig. 7) 
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subscription 



socket O 




* Refer to U.S. Patent 09/596,763 
s 




P.A.M. Engine Data Flow: 
Evaluation Engine (Fig. 7) 



* Assumes Engine has 
been started up, as 
illustrated in Fig. 8 



| Two sample methods are 
| detailed below. 
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\ ] Invoke JavaScript method 

r-J thatts registered to 

! ' evaluate that Instrument 




Time based decisions are 
depicted as an example m 
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Create a UDP 
packet including 
message data 
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Create message 
content 



establish 



seventy based 
on configuration 
for email 



Create a UDP 
packet including 
message data 




\ Restart application 
1 (see Fig. 10) 
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r Refer to U.S. Patent 09/596,763 
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Statup of Evaluation Engine (Fig. 8) 

*Note: Considerable care was taken 
to avoid racing conditions during 
application start-up. This diagram 

represents the primary scenario only 
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Note : Configuration may 

include registered 
applications, location of 
script files on the host 
machine and more 



Loop for each 
application 



Scan script 
in memory 
to determine 
Instrument 
subscription 
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Note: This varies from 
protocol to protocol. Under 
NT-Perfmon for example, 

registration to NT-OS is 
required 




{ Loop for each ^ 
S240 Kj Instrument 



Yes 




Note: These include known 
OS instruments and other 
industry standard interfaces 
such as SNMP and NT- 
Perfmon 



Invoke Standard 
Instrumentation 
Adaptor and 
register to 
appropriate data 
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Establish 
continuous TCP 
socket connection 
to the Insrument 
DataServer per 
configuration (*) 







Sign in to the IDS 
and register for the 
appropriate 
Instrument 
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Assign tfie 
callback method to 
be invoked when 
new Instrument 
data is recieved 
(TCP) 



Note: During runtime 
this mechnism is what 
triggers the Insturment 
evaluation (Fig. 7) 



End Loop for each 
Instrument y 



End Loop for each 
Application 



* Refer to U.S. Patent 09/596,763 
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Restarting a Web Application 

in a Load Balanced Enviroment (Fig. 9) 
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Note : In this example, the 
application is running out of 
a vital resource 

Yes 




Evaluation 
Engine 
performs logic 
(see Fig. 7) 



Send E-mafl 
notification, if 

configured. 

(See Fig. 7) 



Notify Load 
Balancer not to 
send any new 
requests 





P AM. Agent and Evaluation 
Engine have subscribed to 
receive Instrument Data prior 
to this sequence 



When activated on a 
schedule, this branch can be 
used for maintenance 
restarts 



No 



Load Baianer 
Equipment 



' Wait until 
activeRequestCount 
= 0 
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Note : Any instrument can 
be used here, such as: 
Active Sessions, Active 

CredttCard Requests, etc. 



Done 
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Restart 
Application 
(see Fig. 10) 
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Wait until 
Application active 
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Done 




Notify Load 
Balancer to send 
any new sessions 
and requests 
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Send E-mail 
notification, if 

configured. 

(See Fig. 7) 



~5 



S243 




Restart Application (Fig- 10) 
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Run Evaluation 
logic, if applicable 
{see Fig. 7) 
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Fig. 11 



